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STANDARD OPERATING PROCEDURE

KEY AND LOCK CONTROL PROCEDURES

Purpose:  To establish procedures and provide guidance for the issuance, return and accountability for Kaiserslautern District facility keys and locks.

Reference:  DoDEA Regulation 4700.2, Department of Defense Education Activity Internal Physical Security, 27 March 2001, Enclosure 3.

Applicability:  This guidance is applicable to all district personnel responsible for issuing, using, and accounting for keys and locks for Kaiserslautern District facilities.

Procedures:  

1.
School principals will appoint a school key control officer (Attachment 1) whose duties are to:

a. Establish and maintain a key repository located in a secure room out of sight of casual visitors and not accessible to staff. 

b. Establish and maintain a key/lock control accountability record, or its equivalent, for keys to school buildings, administrative offices, classrooms, storage areas, storage lockers, etc. 

c. Issue keys/locks to authorized personnel. 

d. Control distribution of master and sub-master keys.  A useful guide in determining this distribution is to issue master and sub-master keys only to those persons that would be routinely expected to respond during non-duty hours for emergency access to multiple offices or areas.

e. Maintain an accurate key/lock inventory and conduct an annual inventory at the end of each school year. 

f. Investigate and report the loss of any key/lock to the DSO in writing (Attachment 2 & 3).

g. Collect any keys/locks no longer required.

h. Maintain a locking key storage cabinet for keys/locks.

2.
Personnel that lose or misplace keys/locks must report the loss to the key control officer within 24 hours of the loss explaining the circumstances of the loss.

3.
The DSO Logistics Management Specialist is the POC for key and lock control issues and is responsible for establishment of a DSO key/lock control register and issuance of keys to DSO personnel. 

4.
Because district facilities may have requirements peculiar to their activities, key control systems may vary.  Prior to establishing a system, key control officers should conduct a survey to determine actual requirements and to identify all offices, classrooms, storage areas, etc. that require the protection afforded by locking devices and security of keys. 

5.
Individual employees who lose keys/locks may be held financially accountable for any cost associated with the loss/re-issuance of keys/locks.

6.
Keys are not to be marked in any way to identify the location of the corresponding lock.

7.
DoDEA Form 4701, Key Repository Index, DoDEA Form 4702, Key Repository Accountability Record, and DoDEA Form 4703, Key Control Register, or other approved forms may be used to manage the school key and lock control program.

// original signed // 

DR. DELL MCMULLEN

Superintendent

3 Attachments

1.  Key Control Officer Appointment Letter

2.  Lost Key Checklists

3.  Report of District Facility Key/Lock Loss
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	DEPARTMENT OF DEFENSE

DEPENDENTS SCHOOLS

Office of the Principal




Date ________________

MEMORANDUM FOR ________________________________

SUBJECT:  Duty Appointment – Key Control Officer Appointment or School Key Control Officer

1. Authority:  DoDEA Regulation 4700.2, Department of Defense Education Activity Internal Physical Security, 27 March 2001, Enclosure 3.

2. Effective Date:  This appointment is effective _____________________.  This responsibility cannot be delegated and is effective until revoked by my successor or me, or until you are no longer in your present position.

3. Responsibilities:  The School Key Control Officer is responsible for overall supervision of the key and lock control program, including issuance and handling of keys, records maintenance and annual inventories, investigation of lost keys, and maintenance and operation of key repositories.  Specific responsibilities are to:  

a. Establish and maintain a key/lock control register.

b. Issue keys/locks to authorized personnel.

c. Maintain an accurate key/lock inventory and conduct an inventory at the end of each school year.

d. Report the loss of any key/lock to the principal and the DSO security office.

e. Collect any keys/locks no longer required.

f. Maintain a locking key storage cabinet for keys/locks.

g. Other duties as specific in the above-cited regulation.

____________________________

Signature of Principal

I have reviewed and understand my responsibilities as specified in DoDEA Regulation 4000.2, Enclosure 3.

__________________________      
____________________________


Date
Signature of Appointee

cc:  DSO Safety and Security Specialist






Atch 1
Lost Key Checklist

- Report the missing key to the school Key Control officer within 24 hours explaining the circumstances of the loss.  

- Key Control officer will annotate loss of key in Key Control Log and notify the DSSO via email with the completed Attachment 3 of Kaiserslautern District SOP 06-09. 

- Determine if the key was marked in any way to identify the location of the corresponding lock.  If not, reissue another key and annotate the reissue in the Key Control Log.  

- If it is determined the key was marked in such a way as to identify the corresponding school and lock, have the Key Custodian immediately rekey the lock.  Reissue another key and annotate the reissue in the Key Control Log.

Lost Master Key Checklist

- Report missing key to the Key Control officer within 24 hours of the loss explaining the circumstances of the loss. 

- Notify the DSSO and the Superintendent via email with who, what, when, where and how, as a matter of record.  Be sure to include recommendations. 

- Notify Law Enforcement.  Make sure that you get a copy of the police report and keep all documents on file.

- The school Key Control Officer should immediately conduct a 100% inventory of master keys.  Document the results in a memorandum through the principal to the DSO. 

- The administrator and the DSO need to make a risk decision (in writing) on whether or not to re-key the school.  Things to consider:


-- Did the key (or key ring) have any markings linking it to that school? (If so, a re-key should be pursued).


-- Is more than one master key missing?  (If so, a re-key should be pursued).

- Remember, Districts may not always have funds immediately available to re-key an entire school every time a master key is misplaced or lost (can be up to 30K for some schools depending on type of keys).  However, if a joint decision is made to rekey the school and district funding is not available, the District will pursue facilities funding from Area (through their Facilities Management Specialists who will input it in Corridor through the Chief of Facilities at Area).  Funding should not drive the decision to rekey a school.













Atch 2

REPORT OF LOST KEY(S)/LOCK(S)

1. Name of Employee:  ______________________________________________________

2.    School/Office Location:  ___________________________________________________

3. Date and time key was lost:  ________________________________________________

4.    Brief discussion of circumstances under which key(s)/locks(s) was/were lost.

_____________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

5. Brief discussion of actions taken to locate the key(s)/lock(s): 

_____________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

6.  Was the key marked in such a way as to identify the corresponding school and lock?_______

7.   I understand that I may be held accountable financially for any cost incurred from the loss of this/these key(s).

_______________________________

____________________________

           Employee Signature




Date of Signature

_______________________________

____________________________

      Key Control Officer Signature   



Date of Signature

cc:

DSO Safety and Security Specialist
Atch 3
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